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Module content

• Definition of a safety ‘signal’

• Data sources for signal detection

• Evidence hierarchy

• Signal management process

• Signal detection methods – clinical; statistical

• Adverse events of special interest- AESIs

• AESI case definitions – Brighton Collaboration

• Signal detection tools

• Signal prioritisation

• Signal validation

• Causality assessment – ‘can’ it vs ‘did’ it
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‘Signal’ definition

• Signal – “Information that arises 
from one or multiple sources 
(including observations and 
experiments) which suggests a new 
potentially causal association, or a 
new aspect of a known association, 
between an intervention and an 
event or set of related events, either 
adverse or beneficial, that is judged 
to be of sufficient likelihood to justify 
verificatory action” [CIOMS]

• i.e. a potential risk that requires 
further, initial analysis

https://cioms.ch/publications/product/practical-
aspects-of-signal-detection-in-pharmacovigilance-
report-of-cioms-working-group-viii/

https://cioms.ch/publications/product/practical-aspects-of-signal-detection-in-pharmacovigilance-report-of-cioms-working-group-viii/
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Signal data sources

• Signals can arise from (but not limited to):

• Non-clinical and experimental data
• Animal studies, in vitro, mechanistic studies

• A single ICSR (AE/ADR/AEFI) report (a 
drug/vaccine-event combination)

• A cluster/cumulative set of ICSRs (inc. 
aggregate/periodic safety reports)

• Media/social media/public information

• Clinical and epidemiological studies 
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Evidence hierarchy

Need to look at the totality of data 
in evaluating possible signals and 
assessing risks
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Signal Management Process

• Signal detection
• ‘traditional’ - quantitative

• Signal prioritisation
• Urgent vs non-urgent

• Signal validation
• Validated signal

• Signal assessment/further analysis

• Refuted signal (close signal)

• Action required

• Non-validated signal
• ‘false’ signal (close signal)

• But, ‘signals’ are rarely truly 
closed and can always be re-
opened as new data emerge Source – CIOMS Working Group VIII
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EU GVP Module IX

Source – CIOMS Working Group VIII

https://www.ema.europa.eu/en/documents/scientific-guideline/guideline-
good-pharmacovigilance-practices-gvp-module-ix-signal-management-
rev-1_en.pdf

https://www.ema.europa.eu/en/documents/scientific-guideline/guideline-good-pharmacovigilance-practices-gvp-module-ix-signal-management-rev-1_en.pdf
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US FDA 

https://www.fda.gov/regulatory-
information/search-fda-guidance-
documents/good-
pharmacovigilance-practices-and-
pharmacoepidemiologic-
assessment

https://www.fda.gov/regulatory-information/search-fda-guidance-documents/good-pharmacovigilance-practices-and-pharmacoepidemiologic-assessment
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Periodicity of signal detection 

• Safety data collection and signal detection should be 
a continuous process
• New risks can (in theory at least) emerge at any time 

point in a product life-cycle

• The frequency at which data are reviewed to detect 
signals depends on the level of accumulated 
knowledge

• Well-established, generic compounds – at least every 6 
months (EU GVP Module IX)

• Novel compounds – more frequently
• (MHRA guidance for COVID19 vaccines is at least weekly)
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Signal Detection Methods

• Passive surveillance
• Individual case/cluster/aggregate review (traditional)

• Targeted review of pre-specified events (AESIs, DMEs)

• Statistical analyses of PhV databases
• Disproportionality analyses

• Observed vs Expected analysis 

• Other methods

• Active surveillance
• Dedicated surveillance programmes

• Observed vs Expected analysis and data mining of 
secondary (‘real world’) data

• Social media monitoring
• e.g. WEB-RADR



11

Signal detection approaches

• ‘Traditional’ [qualitative] signal detection

• Clinical evaluation of case/clusters/cumulative ICSRs

• More subjective

• Look for ‘index’ cases, patterns/trends/consistencies

• One [unusual/striking] case can be a ‘signal’

• With mass immunisation and high volumes of 
reports can become very resource intensive

• ‘Quantitative’ signal detection

• case numbers (not the narratives) to detect statistical 
signals

• More objective

• Can be automated 

• Both should ideally be conducted in parallel
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Qualitative vs quantitative

• Clinical approach

• The ‘devil in the 
detail’

• Statistical approach

• Disproportionality

Source – PROTECT symposium - www.imi-
protect.eu/documents/Session4.3_Statisticalsignaldetectionforspontaneousreports.pdf

http://www.imi-protect.eu/documents/Session4.3_Statisticalsignaldetectionforspontaneousreports.pdf
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Small databases

• Statistical analysis has less 
utility/validity in small 
databases
• Smaller ICSR numbers, less 

diverse range of drug/vaccines

• Signal detection is more 
clinical and qualitative 

https://view.publitas.com/uppsala-monitoring-centre/signal-detection-for-national-pharmacovigilance-centres-with-small-
data-sets

https://view.publitas.com/uppsala-monitoring-centre/signal-detection-for-national-pharmacovigilance-centres-with-small-data-sets
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Adverse events of special 
interest (AESI)

• An AESI is a pre-specified event that has the potential to be associated (whether causal 

or not) with a vaccine/drug and therefore warrants close vigilance and rapid signal 

detection (https://cioms.ch/wp-content/uploads/2017/01/Mgment_Safety_Info.pdf) 

• They are not (usually) a regulatory requirement (i.e. in law) but are used in guidance to 

facilitate safety reporting/analysis in CTs and PhV planning in post-marketing

• In clinical trials, AESIs allow for events that many not necessarily be serious (and therefore may not 

be notified) to be captured within the protocol (e.g. signs/symptoms non-serious diagnoses or 

laboratory findings that could be indicative of other serious events)

• In post-marketing PhV, AESIs may additionally cover a range of events that do not qualify as 

product-specific ‘potential/identified risks’ [i.e. in the RMP] but that regulators or public health 

authorities request proactive vigilance of 

• AESIs are sometimes based on general published guidance to achieve a harmonised 

approach to safety assessment  - e.g. the Priority List of COVID-19 Adverse events of 

special interest developed by the Brighton Collaboration, funded by the Coalition for 

Epidemic Preparedness Innovations (CEPI) Safety Platform for Emergency vACcines

(SPEAC) Project (https://brightoncollaboration.us/priority-list-aesi-covid/) 

https://cioms.ch/wp-content/uploads/2017/01/Mgment_Safety_Info.pdf
https://brightoncollaboration.us/priority-list-aesi-covid/
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Designated Medical Events (DME)

• Certain events have, historically, been highly likely drug-
induced (e.g. arrythmias, blood dyscrasias, bullous skin 
disorders)

• Some regulators (e.g. EMA) have developed lists of events 
that, irrespective of ICSR numbers/statistical signalling, 
deserve special attention in signal detection (a ‘safety net’)

• Similar concept to AESIs, not product-specific, intended as 
guidance to aid signal detection

• [not to be confused with EMA’s ‘Important Medical Events’ list, which 
is intended to assist judgements on seriousness of individual ICSRs 
for expedited reporting]
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Case definitions I

• As the design of any safety study, a clear case 
definition and diagnostic certainty is crucial in PhV
• In post-marketing, data of (very) variable quality 

collected across many countries

• How else can we be sure are comparing like with like?

• A harmonised approach to use of SAE/ADR/AESI case 
definitions is strongly encouraged

• E.g. Brighton Collaboration 
(https://brightoncollaboration.us/) 

https://brightoncollaboration.us/
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Brighton Collaboration (BC)

• BC aims to enhance the science of 
vaccine research, by providing 
standardised, validated and objective 
methods for monitoring safety profiles 
and benefit to risk ratios of vaccines

• Case definitions for a range of 
common and serious vaccine-
associated AEs published on BC 
website (e.g. fever, cellulitis, aseptic 
meningitis, narcolepsy)

• Case definitions usually divided into 
three levels of diagnostic certainty:

• Level 1: definitive case

• Level 2: probable case

• Level 3: possible case

• Level 4: insufficient to meet definition

• Level 5: not a case https://brightoncollaboration.us/wp-content/uploads/2021/01/COVID-19-updated-
AESI-list.pdf

https://brightoncollaboration.us/wp-content/uploads/2021/01/COVID-19-updated-AESI-list.pdf
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Case definitions II

• When evaluating a signal it is good practice to consider/discuss the 
level of diagnostic certainty of cases wherever possible

• If needed, stratify analysis by levels of diagnostic certainty 

• However, post-marketing ICSRs often suffer from missing or poor 
quality information and level of diagnostic certainty not always 
clear 

• All ISCRs that report a particular event should be taken seriously and included 
in signal detection and analysis, even if level 4 or 5 (this includes non-medically 
validated consumer reports)

• Signal detection and validation should always follow a conservative approach 
and have a low threshold

• A ‘weak’ signal is still a signal

• A more refined analysis can be undertaken following validation and as 
part of any formal/controlled study of a signal
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Event coding/retrieval

• Signal detection generally performed at MedDRA 
Preferred Term (PT) level

• But the same event can often be reported/coded in 
many different ways 

• Important to look across related PTs (which may be 
across >1 SOC) when detecting and assessing 
signals include Investigations, Surgical SOC where 
relevant
• and look at higher level groupings (HLT, HLGT, SOC) if 

relevant

• Use Standardised MedDRA Queries (SMQs) where 
relevant when assessing signals
• (https://www.meddra.org/standardised-meddra-queries) 

https://www.meddra.org/standardised-meddra-queries
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MedDRA SMQs

• Standardised MedDRA Queries (SMQs) are groupings 
of PTs from one or more MedDRA SOCs related to 
medical condition or area of interest

• Terms relate to signs/symptoms, diagnoses, 
syndromes, physical findings, laboratory and other 
test data, etc.

• Intended to aid in case identification

Source - https://www.meddra.org/training-materials

https://www.meddra.org/training-materials
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Disproportionality analysis (DPA) I

• Routine/regular screening of larger PhV databases to identify 
specific drug[vaccine]-event combinations (DEC) that occur 
more frequently than expected based on their individual 
frequency in the ICSR database

• Confidence intervals or statistical significance tests are used to provide some 
protection against spurious associations

Source - https://cioms.ch/working_groups/working-group-viii/

• A signal of disproportionality 
(SDR) is not necessarily a signal

• SDRs are frequently ‘false 
positives’

• The next step is, generally, to 
review the case series (i.e. at 
a subjective, clinical level) to 
determine if a signal exists

https://cioms.ch/working_groups/working-group-viii/
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Disproportionality analysis (DPA) II
• Several methods of DPA used in PhV databases exist, 

each of which is conceptually similar

www.imi-protect.eu/documents/PROTECTSymposium-Tutorial-EmpiricalEvaluationFinal.pdf

http://www.imi-protect.eu/documents/PROTECTSymposium-Tutorial-EmpiricalEvaluationFinal.pdf
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Signal Detection Tools I

• Depending on the size of an organization and 
nature/quantity of the ICSR database and products for 
which they are responsible, a range of tools are in use 
from simple, manual processes to purpose-built 
software

• ‘Smaller’ organisations – e.g. 62% of LMIC vaccine 
manufacturers (who may still supply large quantities of 
vaccine) still record ICSRs via a paper-based or excel 
system, and only 29% use an electronic system for signal 
detection (https://www.ncbi.nlm.nih.gov/pmc/articles/PMC7311355/?report=reader )

• Uppsala Monitoring Centre – Vigilyze system (https://who-
umc.org/pv-products/vigilyze/) 

• EMA – EVDAS (https://www.ema.europa.eu/en/documents/presentation/presentation-
eudravigilance-data-analysis-system-evdas-training-national-competent-authorities_en.pdf) 

https://www.ncbi.nlm.nih.gov/pmc/articles/PMC7311355/?report=reader
https://who-umc.org/pv-products/vigilyze/
https://www.ema.europa.eu/en/documents/presentation/presentation-eudravigilance-data-analysis-system-evdas-training-national-competent-authorities_en.pdf
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Signal detection tools II

• Proprietary software –
• E.g. Oracle Empirica Signal (used by e.g. MHRA, FDA, industry…)

Source – Oracle - www.oracle.com/a/ocom/docs/industries/health-sciences/empirica-signal-ds.pdf

http://www.oracle.com/a/ocom/docs/industries/health-sciences/empirica-signal-ds.pdf
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Observed vs Expected (O/E) 

• All of the aforementioned signal detection approaches 
rely on analysis of ICSRs alone (i.e. the numerator)

• By supplementing ICSR data with measures of vaccine 
exposure (a denominator) and expected ‘background’ 
rates of events an additional form of DPA can be applied 
– ‘observed vs expected’ analysis

• O/E can be a very useful routine or ad hoc signal 
detection method, and can also be used in validation 
and refinement of signals
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O/E principles I

• Pre-define AESIs

• Establish a baseline ‘expected’
• i.e. how many cases of X might we expect to occur within 

Y weeks for every Z thousand people vaccinated

• Ideally stratify by age, gender, region
• Use available literature or analysis of electronic healthcare data 

from a time period recently before vaccination

• Obtain as near real-time information as possible on 
vaccine exposure
• Ideally, actual doses administered in the region, stratified 

by age, gender, or a reasonable estimate (sales/supply 
data)

• On a continuous basis, compare real-time ICSR 
reporting rates of AESIs (‘observed’) to the expected 
incidence
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O/E principles II

• As this is based on passive surveillance, there will be 
under-reporting
• Adjust ICSR numbers for assumed levels of under-

reporting (this can only be a guestimate)

• As continuous, multiple analysis can yield chance 
clusters, apply sequential statistical analysis
• E.g. Maximised Sequential Probability Ratio Test (MaxSPRT) 

• Determine a signal ‘threshold’ (i.e. the point at which 
O exceeds E)
• Generate signals for further validation
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O/E example

Source – MHRA -
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/852415/Swine_flu_vaccin
es_and_antiviral_medicines_UK_post-pandemic_safety_review.pdf

UK MHRA 
analysis of 
GBS following 
2009 swine 
flu vaccine

Reveals a 
marginal 
safety signal 
6 weeks into 
immunisation 
programme

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/852415/Swine_flu_vaccines_and_antiviral_medicines_UK_post-pandemic_safety_review.pdf
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O/E principles III

• Strengths

• uses existing, real-time/available data sources

• cheap, rapid, flexible, adaptable

• can identify rare risks

• allows ICSR reports to be placed in context

• Can respond rapidly

• Limitations

• under-reporting if AESIs

• delayed reporting (e.g. narcolepsy issue)

• requires prior hypothesis (AESIs)

• cannot confirm causality

But is a rapid, evidence-based risk assessment to 
inform decision-making and signal prioritisation, 
pending any formal observational studies
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Subsequent UK study

• Active UK-wide case ascertainment

• 9 GBS cases within 6 weeks of vaccination (vs 10 ICSR reports)

• Some reassurance that ‘real-time’ surveillance was effective – signal invalid

https://doi.org/10.1016/j.vaccine.2011.08.069

https://doi.org/10.1016/j.vaccine.2011.08.069
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Other DPA methods and further 
reading…..
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Active surveillance

• Aside from analysis of ICSR data/databases routine 
and/or ad hoc systems can be put in place, which do 
not rely on passive reporting of ADRs but which actively 
follow-up defined cohorts of vaccinees

• These approaches tend to be more resource-intensive 
and smaller than population-wide surveillance, and 
more suited to detection or characterisation of less rare 
risks
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Using ‘Real world’ data

• In this context ‘real world’ data refers to routinely 
collected, secondary healthcare records (and usually 
electronic healthcare records and medical insurance 
databases)

• In PhV, such datasets are generally used to 
undertaken pharmepi studies of possible signals, but 
can also be used in signal detection (provided the 
same data are not used to generate and test a 
hypothesis)

• A similar approach to O/E analysis of ICSRs can be 
undertaken, which removes the reliance on passive 
reporting and uses the medical records as the AESI  
numerator 
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Rapid Cycle Analysis (RCA)

• RCA is a form of O/E developed by the US CDC using 
the Vaccine Safety Datalink (VSD)

https://stacks.cdc.gov/view/cdc/109493

*Also see US FDA’s PRISM programme -
https://pubmed.ncbi.nlm.nih.gov/24331080/

https://stacks.cdc.gov/view/cdc/109493
https://pubmed.ncbi.nlm.nih.gov/24331080/


Further reading……



36

Social Media Monitoring

• In addition to surveillance of traditional PhV data 
sources, the value of surveillance of social media 
messaging and other ‘big data’ sources for signal 
detection is being actively explored

https://web-radr.eu/

https://web-radr.eu/
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Signal prioritization I

• PhV systems can generate large numbers of signals so how do we decide 
where to focus resource?

• The following are points to consider (from EU GVP IX):

• severity, seriousness, outcome, reversibility, preventability of the ADR

• patient exposure and the estimated frequency of the ADR

• the consequences of treatment discontinuation on the disease under treatment 
and the availability of other therapeutic options (not relevant to vaccines)

• the expected extent of the regulatory intervention (e.g. addition of adverse 
reactions, warnings, contraindications, additional risk minimisation measures, 
suspension, revocation)

• whether the signal is likely to apply to other substances of the same class of 
medicinal products

• And, in some circumstances, signals that could cause media 
attention and/or public concerns (e.g. adverse events following 
mass immunisation) may deserve special attention
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Signal prioritisation II

• Signal prioritization is a largely subjective exercise but evidence-based and 
weighted methods can be applied
• e.g. UK MHRA’s - Regulatory Pharmacovigilance Prioritisation System (RPPS)

• RPPS - A priority score is assigned based on weighted measures of potential 
public health implications, MHRA legal obligations, the strength of evidence 
for a causal effect, and public perceptions

https://www.ema.europa.eu/en/documents/othe
r/scope-training-signal-management-best-
practice-guide_en.pdf

https://www.ema.europa.eu/en/documents/other/scope-training-signal-management-best-practice-guide_en.pdf
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Signal prioritisation III

• Example- MHRA – RPPS Categorisation

Source - https://www.nepad.org/microsite/au-3s-capacity-strengthening

https://www.nepad.org/microsite/au-3s-capacity-strengthening
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Signal validation

• The next ‘step’ after signal detection (and prioritisation, if done) is to 
‘validate’ the signal and to determine what, if any, further analysis is 
required

• This may involve a more detailed analysis of the ICSR cases that 
generated the signal (e.g. if the signal was purely statistical), or may 
involve using additional, available data to determine the strength of the 
signal (which can in turn help to further prioritise a signal) and to refine it 
(e.g. to a more specific event or risk group)

• Although ‘validation’ is defined as a particular step in EU regulatory terms 
(GVP IX), on a scientific level the evaluation of a signal is a continuous 
process that should not be constrained by specific ‘steps’ or regulatory 
terminology

• What we are essentially trying to do is determine 
whether the evidence available to us is sufficient to 
suggest a causal association and whether action 
should be taken 
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Causality assessment 

• Causality assessment occurs at two levels;

• Individual case – ‘did the vaccine cause it?’

• ‘Population’ level – ‘can the vaccine cause it?’

• ‘Can it?’ requires an assessment of the totality of available data

• ‘It can’ does not necessarily mean ‘it did’ in any individual case, 
particularly for events that can occur naturally

• ‘It did’ does not always mean ‘it can’ (i.e. for previously unrecognized ADRs)

• Very few examples when individual cases have proven causality (see next 
slide)

• These individual judgments are mostly based on subjective clinical opinion, 
used to decide clinical management of individual patients, or to determine 
reportability of a case

• in most cases, individual-level causality judgements are just a part of the 
total evidence base and the signal detection process

• If our role is to monitor the safety of a product and make decisions on its 
benefit-risk balance and risk minimization, then are focus is on the ‘can it’ and 
the totality of evidence
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Individual causality I

https://www.who.int/publications/i/item/causality-
assessment-aefi-user-manual-2019

https://cioms.ch/wp-content/uploads/2017/01/Mgment_Safety_Info.pdf

https://www.who.int/publications/i/item/causality-assessment-aefi-user-manual-2019
https://cioms.ch/wp-content/uploads/2017/01/Mgment_Safety_Info.pdf
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Individual causality II

• In very few instances can we have confidence in causal 

association based on individual reports/small clusters, e.g.:

• Injection site events

• Short onset hypersensitivity (excluding other allergens)

• Isolation of vaccine virus (live) in body tissues (or other 
biomarkers linked to the vaccine)

• Event very similar to natural infection (live vaccines)

• Events that don’t occur naturally (or occur very rarely), e.g. TTS

• Consistent rechallenge

• In such cases, more weight can be placed on the individual-case 
causality assessment in respect of the ‘can it’ question, and 
therefore whether (regulatory) action is required

• However,  the majority of new events/signals will have 
unknown/ill-defined aetiology or will occur naturally in population, 
and individual case judgements will carry less weight
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Causality assessment 

• In most cases, a well-designed pharmacoepidemiology 
study is needed to properly evaluate, confirm and 
quantify a safety signal, particularly if the event can 
also occur naturally in the patient population (pharmepi
studies are a subject of the next module)

• But studies take time and may not always provide a 
clear conclusion
• it is often the case that decisions need to made in the 

absence/in advance of such studies and based on ICSR 
reports and other available data

• So how do we assess the strength of a signal and 
causality based on case reports/available data? 
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Key questions to consider

• Does the event occur naturally in target population, and how frequently?

• If >1 case, is there a consistent clinical pattern that could be suggestive of causality (noting any 
bias towards likelihood of voluntary reporting events that fit a more ‘plausible’ risk window)?

• What is a plausible risk window? Is onset time plausibly related to vaccine based on the 
pathophysiology relative to the vaccine immunology? 

• Are there any specific/unique/unusual clinical or lab findings that could indicate vaccine effect?

• Is there obvious confounding/risk factors that provide an alternative aetiology (noting that this is 
informative to signal strength, but should not necessarily be a rationale to dismiss a signal if O/E 
or other factors are suggestive of signal)

• Is there known/potential biological plausibility based on the vaccine construct/immunology or 
association with related vaccines/vectors/adjuvants, inc. any non-clinical data (noting that a lack 
of biological plausibility is not a rationale to dismiss a signal)?

• Are case numbers more cases than expected based on exposed person-time and O/E, taking 
account of any uncertainty around case ascertainment (e.g. active FU vs under-reporting via 
passive surveillance)

• Is there any proven/disproven associations with similar vaccines?

• Based on all of above, what is the strength of evidence, is it a 
signal, what further analysis is needed? 

• Or is there sufficient evidence now to determine likelihood of a 
causal association?
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Bradford Hill criteria



47

Bradford Hill criteria

• Strength (the size of the effect, often refers to the statistical 
association) – larger effect may be more likely causal, but small 
effect does not mean non-causal

• Consistency (reproducibility) – same effect seen elsewhere (other 
populations, data sources, similar clinical pattern) 

• Specificity – how uniqueness it is

• Temporality – risk window, time to onset (but TTO often biased)

• Biological gradient – dose-response effect

• Biological plausibility – pathophysiology, mechanism of action

• Coherence – similar to plausibility – do the pieces fit together?

• Experiment – e.g. re/dechallenge

• Analogy – causal association with similar products

• Can be applied to multiple data sources, guiding principles only, not all 
criteria need to be met

• This is still a largely subjective evaluation of the evidence
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Many other methods…….

• Lots of methods and papers published over the years

• No method is perfect or will give the ‘right’ answer

• Need to balance relative strengths and weaknesses of evidence, 
consider totality of data, consult experts, and keep an open mind!
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Further reading…..

https://www.encepp.eu/standards_and_guidances/methodologicalGuide.shtml

https://www.encepp.eu/standards_and_guidances/methodologicalGuide.shtml
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Thank you!

Muchas gracias ! 
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Questions & Answers session (in Spanish)


